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1
Decision/action requested

This pCR proposes a solution to the editor's notes in solution #15 “Efficient integrity protection for small data transmissions with immediate result” in the study item on evolution of Cellular IoT security for the 5G System.
2
References

[1]
3GPP TR 33.861, Study on evolution of Cellular IoT security for the 5G System
3         Rationale

In TS 33.861 [1], solution #15 contains several Editor's Notes. This pCr proposes solutions to these. The solution to the editor's notes in this pCR is compatible with the improvement proposal for solution #15 in S3-191189.
4
Detailed proposal

It is proposed to approve the changes below for inclusion in TR 33.861 [1].
***** Start of Change 1 *****
6.15.2
Solution details

The MAC-I is truncated to 8 bits (or any other suitable value).

The MAC-I for a message marked as 'first message' is computed in the traditional way. However, only the first 8 bits of the MAC-I are appended instead of the 4 octets of the full MAC-I.

The MAC-I for a next message between the same two entities uses the bits to be integrity protected from that next message as input for the MAC computation, prepended with 

-
the bits to be integrity protected from the three previous messages if none of these has been marked as a 'first message', or
-
the bits to be integrity protected from the previous messages up to and including the last message marked as 'first message' if the last message marked as a 'first message' is at most the third previously sent message.
Figure 6.15.2-2 illustrates this solution.  

In order to indicate whether the transmitted data is the 'first message' or not, one of the reserved bits in PDCP header is used. The value of 1 is set when the message is a 'first message', and the value of 0 is set when the message is a 'next message' i.e. not a 'first message'. The transmitter and receiver store the last three messages for use in the (truncated) MAC-I computation.
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Figure 6.15.2-1 Efficient integrity protection for small data transmission


If the received (truncated) MAC-I is different than the computed (truncated) MAC-I over the received data, the receiver needs to flag all the received data that was used as the input for the (truncated) MAC-I computation as untrustworthy. E.g. if the computed MAC Data 2 in Figure 6.15.2-1 is different than the received one, Data 1 and Data 2 need to be flagged by the receiver as untrustworthy. However, the receiver must keep the flagged received data of the at most three lastly received message in memory for use in later MAC-I computations.
Except for the very first received message marked as a 'first message', a receiver should flag as untrustworthy a message marked as a 'first message' using a truncated I-MAC when any of the three previous messages were marked as a 'first message'' using a truncated I-MAC. This is to defeat an attacker that marks many or all messages with a truncated I-MAC as a 'first message'', so causes their effective integrity protection to be less than 4*8 bits.

The transmitter must mark the very first message it sends as a 'first message'. After that, a transmitter may mark messages as 'first message' using a truncated MAC-I after at least three messages that are not marked as a 'first message' using a truncated MAC-I. However, in order to provide the best integrity protection possible, the transmitter should send as few as possible messages using a truncated MAC-I as a 'first message'.
In order to be able to compute the (truncated) MAC-I of a new message that is not marked as a 'first message', the transmitter must have stored the last message if that message was marked as a 'first message', the last two messages if the second last message was marked as a 'first message' or the last three messages.' E.g. after having sent Data 2 in Figure 6.15.2-1, the transmitter must have stored Data 1 and Data 2 for being able to compute the (truncated) MAC-I of Data 3 and Data 4. E.g. after having sent Data 4 in Figure 6.15.2-1, the transmitter must have stored Data 2, Data 3 and Data 4 for being able to compute the (truncated) MAC-I of Data 5.
6.15.3
Evaluation


This solution reduces the overhead caused by the MAC-I from 4 octets to 1 octet in a similar, but different manner than solution #2.

The advantage of this solution is that the integrity protection of each received message can be checked immediately after reception. This means that, in contrast with solution #2, this solution provides defence against a DOS attack, since fake messages using a truncated I-MAC from a DOS attacker have a probability of only 1 in 256 of not being marked as untrustworthy by the receiver immediately after reception. This is not the case for the first three messages of the solution #2. An attacker could send up to three messages from each fake address for flooding the network when solution #2 is deployed.

The integrity protection 'strength' is limited for the lastly received message using a truncated I-MAC, namely, assuming that all bits of the I-MAC resist existential forgery against chosen plaintexts, there is a probability of 1 in 256 that the current message is fake but has a correct truncated I-MAC. However, this is much better than no protection at all. The probability of not detecting that message as a forged message drops by a factor of 256 with every newly received message using a truncated I-MAC down to eventually 1 in 2564, which is the same as when the full 4-octet MAC-I would have been used.
Furthermore, suppose an attacker forges one single transmission with a truncated I-MAC, that is, one single message and the first I-MAC to which it contributes.  Even if the attacker could successfully forge the first truncated I-MAC involving this single message, he just has to hope the three subsequent I-MACs involving this single message are correct, as he does not yet know what the three subsequent messages will be.  

Note that the presence of COUNT in messages prevents replay attacks.


For every received message, the receiver needs to compute the (truncated) I-MAC over the received message and zero to three previously received messages.
***** End of Change *****
